



General Services Administration (GSA)
Blanket Purchase Agreement for Cloud Service Provider Reseller Services

Performance Work Statement (PWS)
Period of Performance  

Blanket Purchase Agreements (BPAs) generally will not exceed five years in length. Vendors may be awarded BPAs that extend beyond the current term of their General Services Administration (GSA) Schedule contract, so long as there remains an option period in their GSA Schedule contract that, if exercised, will cover the BPA’s period of performance. 

The GSA Schedule Period of Performance shall be one (1) 12-month base period followed by three (3) 12-month option periods.   

Base Period: 
Award Date 
- 
Twelve Months

Option Year 1
Award Date 
- 
Twelve Months

Option Year 2
Award Date
- 
Twelve Months

Option Year 3 
Award Date 
-
Twelve Months

Task Order Types

Agencies will be permitted to award task orders on a firm-fixed-price, labor hour, or time and material basis.  Vendors will be required to provide independent risk analysis services using the firm-fixed-prices awarded under their respective Schedule contracts.  At the task order level, ordering agencies will be responsible for identifying specific requirements and periods of performance.

Funding

BPAs do not obligate funds.  The Government is obligated only to the extent of authorized orders made under the BPA.  There is no limit on the dollar value of task order purchases made under the BPA.  The maximum order threshold outlined in the applicable Schedule(s) is for discounting purposes only and does not limit the dollar value of an order.

Task Orders 

To the fullest extent practicable, performance based contracting as defined in FAR 37.6, will be utilized at the task order level.  The vendor will furnish all services in accordance with the specific requirements outlined in task orders issued by the individual ordering agency.

Statement of Work
1 Background

The Space and Naval Warfare Systems Center Atlantic (SSC Atlantic) Commercial Hosting Services (CHS) supports the rapid and appropriate delivery of cloud service offerings.  With the consolidation and closing of physical data centers, DoD and other Civilian agencies are tasked with finding viable options to existing data center hosting services.  In response to this need, and the Navy Cloud First policy memo, the CHS team as a SSC Atlantic Navy Cloud Broker is responsible for the contracting of commercial cloud computing services ensuring those services are well regulated, governed, and available for Navy and Department of Defense (DoD) customer consumption for the goal long term modernization of NAVY IT capabilities using leading edge “cloud-based” design, patterns, practices, processes, technologies, and services.  Moving the infrastructure as a Service (IaaS) type of cloud from traditional data center hosting is where the bulk of cost savings is usually initially realized.  In accordance with Congress, Office of Management Budget (OMB), Department of Defense (DoD), and the Department of Navy (DoN) policy, SPAWAR is realizing large cost savings through the use of cloud computing commercial best practices.  Further, the strategy provides guidance on priority, collaboration acquisition, and integration of commercial providers and their services to enable best value solutions for the Department of Navy (DoN), in pursuit of a [Commercial] Cloud First IT environment. A variety of cloud service models, service delivery methodologies, and capability execution process will be explored to meet Navy warfighter and business requirements to enhance lethality, maintain information superiority and increase system interoperability, capability, agility, and resiliency.  Cloud Service Providers (CSPs) such as Amazon Web Services and Microsoft Azure are Navy accredited IaaS cloud providers, enabling SSC Atlantic CHS to rapidly spin up and down compute capacity, or quickly and flexibly expand existing on-premise infrastructure into the cloud. In order to accomplish this, the CHS team is responsible for effectively managing contracted cloud service providers (CSPs) or their 3rd party vendor service offerings.  CHS customers will be responsible for building, accrediting and operating their systems in accordance with DoD, Navy Guidance and CSP or their 3rd party vendor service level agreement (SLA). 

2 Objectives
The objective of this task order is to obtain a secure, flexible, efficient, and cost effective, commercial cloud service offering that enables scaling of infrastructure, application resources, IT capabilities or services to meet evolving application and user demand.  The commercial cloud service offering shall provide services that meet service level agreement standards, and utility based, consumption based CSP environment and or available service offering. Also, the contractor shall ensure that SSC Atlantic CHS team will have daily visibility into resource usage and performance of all systems. 
The intent is for the contractor to provide a service fee for providing accredited cloud services offerings and provide the commercial item cloud services for government use at pricing not to exceed catalog pricing. 
3 Scope
The purpose of this procurement is to obtain commercial cloud services (IaaS, PaaS, or SaaS cloud environments) in order to host information Impact levels 2 through 5 data as defined in the DoD Cloud Security Requirements Guide. 
The contractor shall provide the CHS team Cloud Service Management services (where not inherently governmental) to centrally manage, track and report cost and performance data for applications hosted or IT services provided within one or more Federal Risk and Authorization Management Program (FEDRAMP) and or DoD Provisional Authorization (PA)  CSP cloud environments or cloud service offerings through a single point-of-entry. 

The CHS team is responsible for Impact Levels 2 – 5 Cloud Service Offerings (CSO).  The consumer does not manage or control the underlying cloud infrastructure but has the control over areas of the OSI stack above the underlying infrastructure as defined by the CSO SLA. 
CSPs shall be FEDRAMP approved and have a signed DoD PA for the appropriate Information Impact Level at award.  
References to “the contractor” in this document shall mean or include: The Contractor and/or the services provided by the contractor themselves, a 3rd party vendor, the source Cloud Service Provider (CSP), or source Cloud Service Offering (CSO) unless specified otherwise. 
References to “Navy (or Government) Data” shall include or mean: all Navy data, applications, IT systems, IT capabilities, or IT systems/services built in, built (on behalf) by, transmitted/transitioned to or hosted by the Contractor; irrespective of where the data lies. (Meaning it could be on the desk in the contractor’s offices or in their relevant business operations tool), unless specified otherwise.

References to “CSP”, “CSO”, and “contractor (cloud) hosting environment, IT infrastructure, IT system(s) or IT service offering” shall be used interchangeably and mean the same thing unless specified otherwise.

All work shall be accomplished using the best commercial practices and current acceptable industry standards. The applicable references and standards invoked will vary within individual tasks and will be specifically called-out in each task order. In accordance with Defense Acquisition Policy changes, maximum utilization of non-government standards will be made wherever practical. Where backward compatibility with existing systems is required, selected interoperability standards will be invoked. For purposes of bidding, the following documents are not exclusive; however, all contractors shall be able to meet those cited when applicable to the task order.  Requirements (Operations &Maintenance)

The Contractor shall provide CSP/CSO or cloud management services in accordance with the appropriate DoD Provisional Authority (PA). 

All contracted cloud services shall be performed in accordance with their FEDRAMP approval and/or the DoD PA and Government policies listed in Section 4, Applicable Documents and contracted terms.

The Customer, in this case the government and specifically the US Navy shall retain full ownership of all user data/information/knowledge provided to, created/developed in, loaded/transitioned to, or hosted in/by the contractor, 3rd party vendor, CSP, or CSO, vendor IT infrastructure, hosting environment, system(s) or service offering. This includes rights to logs, scans, analytics, and other data, as defined by the contract, conducted by the vendor on their IT infrastructure, hosting environment, system(s) or service offering. The government via the Navy Enterprise Cloud Broker, delegated Navy Cloud Broker, Fleet Cyber Command (FCC) or Navy Cyber Defense Operations Command (NCDOC), or designated Cyber Security Service Provider (CSSP) retains the right to request full copies of this data at any time. 

The Contractor, 3rd party vendor, CSP, or CSO shall provide the requested data in accordance with the published FLTCYBERCOM Orders for Service Level Requirements. The projected frequency of this kind of requirement is annually or applied in the event of;  a cyber incident, emergency, vendor loss of FEDRAMP/DoD PA, “sun-setting” of the data (application, IT system/capability), or designed exit strategy.

The Contractor shall provide tools for transparent and simple (ease of use) provisioning, accounting, access, auditing, oversight, monitoring and reporting of the developed activities. 

The CSP’s standard Service Level Agreement (SLA) along with FEDRAMP and DoD PA will always be the minimum acceptable baseline/requirement for delivering IT services and CSO to the government. The government will only exceed those standards where mission or requirements justify it.
The Contractor must have or develop an Incident Response Plan in accordance with relevant DoD cloud policies, instructions and aligned to the Navy Standard Commercial Cloud Incident Response Plan.

In all instances where a CLIN or requirement is generated in this document to be satisfied by the contractor, the contractor may (must) substitute any equivalent effort as offered by the contractor’s SLA where the SLA meets or exceeds the requirement (whichever is more beneficial to the government). The SSC ATLANTIC CHS PM will determine which to apply (the contract language or SLA).
3.1 Cloud Services

The Contractor must supply FEDRAMP compliant and/or DISA PA approved cloud service as part of the contractual offering regardless of when the cloud service or offering meets those conditions.  Additionally, the contractor may never diminish the full service offering lower than the cloud service or offering standard SLA, unless otherwise specified. 

4 Performance Requirements
The following paragraphs list all required support tasks that shall be required throughout the task order life. The contractor shall provide necessary resources and knowledge to support the listed tasks.  The contractor shall interface with the CHS team and Cloud Service Management Services to centrally manage, track and report cost and performance data for applications hosted or IT services provided within on or more FEDRAMP and or DISA PA CSP Cloud environments or cloud service offerings (CSO) through a single point of entry.  Meeting of the performance requirement should aggregate to a percentage service charge against the CSP usage.
4.1 Security Compliance

The hosting environment provisioned by the service Contractor must demonstrate an appropriate level of security by meeting the requirements of the Federal Information Security and Management Act (FISMA) for moderate-impact systems, and related agency-specific policies. This includes a formal agency security authorization review covering security controls, continuous monitoring, and identification of risks. The agency must consider and accept the risks before Authority to Operate (ATO) will be granted. The service Contractor must have an approved Navy ATO no later than 9 months from the date of award.  The continuous monitoring provided must comply with the NIST Special Publication 800-137 framework.

4.2 Programs and Initiatives
The contractor shall demonstrate expertise in supporting and complying with DoN and DoD enterprise initiatives. Such programs and initiatives include, at a minimum:

· Amazon Web Services (AWS)

· Microsoft Azure 
4.3 Financial Management Support

The contractor shall provide support services, to SSC Atlantic CHS PM.  These services are to include; preparing program budget submissions, business financial reporting, (A001) accounting services or advisory and assistance services.  The contractor shall develop and maintain a policy and process for cloud account management and financial management through providing Cloud Service Provider billing process and management or chart of accounts for commercial vendors. 
4.4 Utility-based Computing Services

The contractor shall provide CSP services in a utility model that bills SSC Atlantic CHS for services that are reserved or consumed by them during the prior billing period.  SSC ATLANTIC will only be responsible for their resource consumption and their commitment of reservation of resources. 

The contract will provide the following in conjunction with the provisioning and usage of the CSP usage metered services. 

1) Utility-based billing

2) Comprehensive reporting on all assets provisioned, asset usage, service utilization

3) Billing Monitoring

4.5 Financial Reporting

The Contractor shall provide a tool for clear access and visibility to the automated Financial Management Reporting for all services consumed via role-based account to allow SSC Atlantic CHS to bill each customer separately. The Contractor shall provide a monthly financial management report (CDRL A001). At a minimum, the tool shall include:

1) The ability to configure price allocation for charge-back (use Attributes and Financial Report template in CDRL A001);

2) The Contractor shall offer customers the ability to see financial consumption per service with at least 24-hour accuracy;

3) The Contractor shall provide a generally available price calculator or simulator so that customers can forecast the amount of financial spend for customer defined use cases or projects. The calculator or simulator shall account for all cloud costs that a customer might consume. Contractor shall offer this tool as a Web-based calculator or as a downloadable Microsoft Excel spreadsheet with built-in instructions, formulas and logic. 
4.6 Price and Billing Requirements

The Contractor shall meet the following pricing and billing requirements or provide those services per the Contractor standard SLA (whichever is more beneficial to the government). Customer access shall be approved by SSC Atlantic CHS PM. 

1) The Contractor shall allow SSC Atlantic to download or receive electronic detailed bill reports that list costs on a line-by-line basis. The detailed bill shall itemize each individual billable item so to allow customers the ability to perform analytics on which cloud assets are contributing to cloud costs.

2) The Contractor shall allow SSC Atlantic to consolidate multiple bills from the Contractor into a single bill.

3) The Contractor shall offer SSC Atlantic bills/invoices that are itemized based on groups or metadata tags. 

4) Contractor shall ensure that customers have the ability to know within the last day how much spend has been accrued to allow customers’ ability to scale and meet financial targets during the billing period. 

5) The Contractor shall provide a self-service capability for customers to generate email or SMS alerts based on SSC Atlantic-defined financial thresholds.

4.7 Establishment of CSP Accounts

The contractor shall create and establish CSP account(s) providing SSC Atlantic CHS team the ability to manage their resources.  The contractor shall monitor resource usage of each account and provide monthly metrics reports (A002) to the Government PM by the 10th day of each month unless otherwise specified by the COR.   SSC Atlantic CHS team will own the Master Account.
4.8  Establish Administrative Accounts 

The contractor will provide the SSC Atlantic CHS team with access to the initial Administrative user account(s) that have full access to the approved accredited Cloud Service Provider.  SSC Atlantic CHS authorized personnel can then generate user’s accounts for engineers and other SPAWAR authorized personnel to utilize the CSP resources.  SSC Atlantic CHS team will manage all policy for the usage of the AWS resources and user accounts.  The contractor will have no access to the CSP SSC Atlantic CHS account resources, this access will be limited to the utilization and visibility of financial and billing information to be using for reporting and accounting purposes. SSC Atlantic will own the Master Account.   
4.9 Support and Service Level Requirements

This section identifies additional support and service levels to support hosting requirements.

4.9.1 The Contractor shall offer the following support services for the cloud service:

1) 24 hours a day, 7 days a week, 365 days a year (to include holidays) support with a maximum response time of 2 hours for all service requests. Any incident events shall be processed via the timelines based on those incident types. Incidents can either be cybersecurity or IT services impacting business functions.  

2) Self-service incident logging system.  Contractor shall provide an incident management system for identifying, submitting and tracking cloud service incidents. The system must be available online and accessible via API to paying customers. It shall also include the capability to submit incidents and track incident status.

4.9.2 The Contractor shall provide SSC ATLANTIC CHS with the ability to completely sever all existing assets, deployments and spend with the Contractor. This shall be a process that terminates all cost-accruing assets rather than making the customer individually terminate each asset.

4.9.3 The Contractor shall make the contracted SLAs for standard service accessible for review by SSC ATLANTIC CHS at any time and include versioning control as well as revision history of all SLA changes for proper auditing and continuous assessment.

4.9.4 The Contractor shall offer a dashboard or snapshot of service health and standard SLA status for customers to view at any time. The dashboard shall contain at least 60 days of trailing health history so that customers may have more than one billing period to review health and SLA status against the prior month's billing reports.

4.9.5 The Contractor shall deliver the following minimum service availabilities in accordance with Cloud Computing SRG Table 3 & Table 8:

1) Compute service availability SLA: The cloud compute service shall offer at least one tier of service that has an uptime availability SLA of 99.9% or higher. 

2) Single-instance/single-data center availability SLA: Contractor shall provide a cloud compute single instance or single data center SLA. This SLA must be applicable for a single instance or a single data center and cannot contain any requirements mandating the use of multiple instances or multiple data centers.

3) Storage service availability: The cloud storage service shall offer at least one tier of service that has an uptime availability SLA of 99.9% or higher. 

4.9.6 During the time that a service is unavailable, customers shall not be charged for the use of that service. SLA deductions shall be negotiated and applied as mutually agreed between the parties in accordance with the terms of the Order and underlying contract. The Contractor shall count all non-customer-initiated downtime events as outages, no matter how the downtime occurs. This means that any scheduled, announced, planned, unplanned or malicious events all count against documented SLAs. The Contractor shall ensure that downtime calculations begin immediately when the downtime starts. 
5 Section 508 Compliance
This procurement includes web based intranet and internet information and applications; Technical Standards at 1194.22  apply. 
Pursuant to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d), as amended by the Workforce Investment Act of 1998, the Contractor shall ensure all electronic and information technology (EIT) reports and services delivered used under this Order must comply with the “Electronic and Information Technology Accessibility Provisions” set forth by the United States Access Board. Information about Section 508 is available at http://www.section508.gov/. The complete text of Section 508 Final Provisions can be accessed at https://www.access-board.gov/guidelines-and-standards. 
Prior to the Contracting Officer exercising an option for a subsequent performance period/additional quantity or adding funding for a subsequent performance period under this contract, as applicable, the Contractor must provide a Section 508 Annual Report to the Contracting Officer and Project Officer.

6 Contract Administration

Contract Administration is required for all task orders; it provides the government a means for contract management and monitoring. Regardless of the level of support, the ultimate objective of the contractor is ensuring the government’s requirements are met, delivered on schedule, and performed within budget.
6.1 Contract Liaison
The contractor shall assign a technical single point of contact, also known as the Program Manager (PM) who shall work closely with the government Contracting Officer and Contracting Officer’s Representative (COR), as applicable. PM shall have the requisite authority for full control over all company resources necessary for contract performance. The PM shall have authority to approve task order proposals or modifications in emergent situations. The PM shall ultimately be responsible for the following: personnel management; management of government material and assets; and personnel and facility security. In support of open communication, the contractor shall initiate, unless otherwise directed at the task order level, periodic meetings with the COR.
6.2 Contract Monitoring and Maintenance

The contractor shall have processes established in order to provide all necessary resources and documentation during various times throughout the day in order to facilitate a timely task order (TO) award or modification.  Prior to task order award, the contractor shall be responsible for providing any required support documentation in a timely manner so as to not disrupt the task order award process.  To address urgent requirements, the contractor shall have processes established during business and non-business hours/days in order to provide all necessary documentation and resources to facilitate a timely task order award or modification.  

6.3 Contract Administration and Documentation
Various types of contract administration documents are required throughout the life of the contract. The following reporting is required for all DoD contracts acquiring services regardless if cost type or firm-fixed price contract: 
6.3.1 Contractor Status Report (CSR)

The contractor shall provide a Contractor Status Report (CDRL A003) which will be e-mailed to the COR on the 10th of each month.  The report shall account for all planned, obligated, and expended charges and hours.  At a minimum the contractor shall include the following data: 
a. List of all personnel assigned to Awarded Task Order
b. Contractor Name / purchase order /work completed for each assignment.  

c. Total of Purchase Orders worked / Percentage of work completed
d. Percentage of funds expended

6.3.2 WAWF Invoicing Notification and Support Documentation

Pursuant to DFARS clause 252.232-7003 and 252.232-7006, the contractor shall submit payment requests and receiving reports using DoD Invoicing, Receipt, Acceptance, and Property Transfer (iRAPT) application (part of the Wide Area Work Flow (WAWF) e-Business Suite) which is a secure government web-based system for electronic invoicing, receipt, and acceptance.  In accordance with clause 252.232-7006, the contractor shall provide e-mail notification to the COR when payment requests are submitted to the iRAPT/WAWF and the contractor shall include cost back–up documentation (e.g., delivery receipts, time sheets, & material/travel costs, etc.) to the invoice in iRAPT/WAWF.  As requested, the contractor shall directly provide a soft copy of the invoice and any supporting invoice documentation (A004) directly to the COR within 24 hours of request to assist in validating the invoiced amount against the products/services provided during the billing cycle.
6.3.3 ODC Limitation Notification

Contractors shall monitor Other Direct Costs (ODCs) as part of the monthly contract/TO status reports. For this monitoring purpose, ODCs shall include incidental material, travel, and other non-labor costs (excluding subcontracting and consultant labor cost) required in performance of the service. For any given period of performance, if the cumulative total cost of ODCs exceeds the awarded total cost of ODCs (regardless of any modifications to the awarded amount) by 10%, the contractor shall send notice and rationale (CDRL A005) for exceeding cost to the COR who will then send a memorandum signed by the PM (or equivalent) to the Contracting Officer documenting the reasons justifying the increase of ODC. The ability of a contractor to monitor ODCs shall be included in the contract/task order Quality Assurance Surveillance Plan (QASP)(CDRL A006).
6.3.4 Task Order Closeout Report

The contractor shall develop a task order (TO) closeout report (A007) and submit it no later than 15 days before the TO completion date. The Prime shall be responsible for collecting, and reporting all subcontracting information. The contractor at a minimum shall report on performance, deliverable status, financial data, cost analysis report, contractor acquired property when applicable and lessons learned.

7 Deliverables and Documentation
All deliverables must meet the requirements set forth in ordering agency task orders. Vendors will be responsible for delivering all end items specified.
7.1 Correspondence

All correspondence, including invoices (that proposes or otherwise involves waivers, deviations, or modifications to requirements) shall be provided to the Contracting Officer (CO) issuing the task order.
7.2 Evaluation of Contractor Performance at the Task Order Level

In support of the contract’s Quality Assurance Surveillance Plan (QASP) and Contractor Performance Assessment Reporting System (CPARS) to be submitted monthly (CDRL A008); interim and final evaluations of vendor performance will be prepared in accordance with FAR Subpart 42.1500. 
Contractor Performance Assessment Reporting (CPAR) System Process will be used to provide an annual performance evaluation. The ability of the contractor to perform adequate billing and accounting will be reflected in the contractor’s annual government Contractor Performance Assessment Report (CPAR) rating. Non-compliance with the contract’s Government Property terms and conditions shall negatively affect the contractor’s annual Contractor Performance Assessment Reporting System (CPARS) rating.  
7.3 Administrative Considerations

GSA will administer the BPAs.  However, customer agencies and organizations will be responsible for awarding, funding, and administering their own task orders.  

All questions concerning these BPAs will be directed to the BPA Contracting Officers identified in section 20.  The listed BPA Contracting Officers are the only individuals with the authority to modify the terms and conditions of the BPAs.
7.4 Contract Data Requirement Listings (CDRLs)

The following listing identifies the data item deliverables required under this contract and the applicable section of the SOW for which they are required.  Section J includes the DD Form 1423s that itemize each Contract Data Requirements List (CDRL) required under the basic contract.  The contractor shall establish a practical and cost-effective system for developing and tracking the required CDRLs generated under each task.  No CDRL classified TOP SECRET with SCI shall be developed. 
	CDRL 
	Deliverable Title
	# Calendar Days After Award (or Delivery Date)

	A001
	Contract Funds Status Report (CFSR)
	Due NLT 10th of each month following the end of each reporting period.

As specified in TO 

	A002
	Usage Metrics Report
	Due NLT 10th of each month following the end of each reporting period.

As specified in TO 

	A003
	Contractor
Status Report (CSR) 
	Due NLT 10th of each month following the end of each reporting period.

As specified in TO

	A004
	Invoicing – WAWF
	As specified in TO 

	A005
	Limitation Notification
	As Required

	A006
	Quality Assurance Surveillance Plan (QASP)
	Due at least 30 days after TO award date and on the 10th of the following month. 

As specified in TO 

	A007
	Task Order Closeout Report (TOCR)
	Due at least 15 days after the TO completion Date. 

	A008
	Contractor Performance Assessment System (CPARS)
	Due NLT 10th day of the month following the end of each reporting period


7.5 Electronic Format

At a minimum, the Contractor shall provide deliverables electronically by email; hard copies are only required if requested by the government. To ensure information compatibility, the contractor shall guarantee all deliverables (i.e., CDRLs), data, correspondence, and etc., are provided in a format approved by the receiving government representative. The contractor shall provide all data in an editable format compatible with SSC Atlantic corporate standard software configuration as specified below. Contractor shall conform to SSC Atlantic corporate standards within 30 days of contract award unless otherwise specified. The initial or future upgrades costs of the listed computer programs are not chargeable as a direct cost to the government.

	#
	Deliverable Format
	Software to be used

	a.
	Word Processing
	Microsoft Word

	b.
	Technical Publishing
	PageMaker/Interleaf/SGML/ MS Publisher

	c.
	Spreadsheet/Graphics
	Microsoft Excel

	d.
	Presentations
	Microsoft PowerPoint

	e.
	Scheduling
	Microsoft Project


8 Electronic Communication

The contractor shall have broadband Internet connectivity and an industry standard email system for communication with the government.  The contractor shall be capable of Public Key Infrastructure client-side authentication to DOD private web servers.  Unless otherwise specified, all key personnel on contract shall be accessible by email through individual accounts during all working hours.
9 Information Security

Pursuant to DoDM 5200.01, the contractor shall provide adequate security for all unclassified DoD information passing through non-DoD information system including all subcontractor information systems utilized on contract. The contractor shall disseminate unclassified DoD information within the scope of assigned duties and with a clear expectation that confidentiality is preserved. Examples of such information include the following: non-public information provided to the contractor, information developed during the course of the contract, and privileged contract information (e.g., program schedules, contract-related tracking).

The contractor shall have broadband Internet connectivity and an industry standard email system for communication with the government.  The contractor shall be capable of Public Key Infrastructure client-side authentication to DOD private web servers.  Unless otherwise specified, all key personnel on contract shall be accessible by email through individual accounts during all working hours.

10 Safeguards

The contractor shall protect government information and shall provide compliance documentation validating they are meeting this requirement.  The contractor and all utilized subcontractors shall abide by the following safeguards:

1) The contractor shall protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.
2) In accordance with DFAR clause 252.239-7001, DoDD 8570.01 and SECNAV M-5239.2, contractor personnel performing cybersecurity functions shall meet all cybersecurity training, certification, and tracking requirements as cited in DoD 8570.01-M prior to accessing DoD information systems.

3) Do not process DoD information on public computers (e.g., those available for use by the general public in kiosks or hotel business centers) or computers that do not have access control.
4) Protect information by at least one physical or electronic barrier (e.g., locked container or room, login and password) when not under direct individual control. 
5) Sanitize media (e.g., overwrite) before external release or disposal. 
6) Encrypt all information that has been identified as controlled unclassified information (CUI) when it is stored on mobile computing devices such as laptops and personal digital assistants, or removable storage media such as portable hard drives and digital optical disks, using DoD Authorized Data-at-Rest encryption technology.  
7) Limit information transfer to subcontractors or teaming partners with a need to know and a commitment to at least the same level of protection. 
8) Transmit e-mail, text messages, and similar communications using technology and processes that provide the best level of privacy available, given facilities, conditions, and environment.  Examples of recommended technologies or processes include closed networks, virtual private networks, public key-enabled encryption, and Transport Layer Security (TLS).  Encrypt organizational wireless connections and use encrypted wireless connection where available when traveling.  If encrypted wireless is not available, encrypt application files (e.g., spreadsheet and word processing files), using at least application-provided password protection level encryption. 
9) Transmit voice and fax transmissions only when there is a reasonable assurance that access is limited to authorized recipients. 
10) Do not post DoD information to Web site pages that are publicly available or have access limited only by domain or Internet protocol restriction.  Such information may be posted to Web site pages that control access by user identification or password, user certificates, or other technical means and provide protection via use of TLS or other equivalent technologies.  Access control may be provided by the intranet (vice the Web site itself or the application it hosts). 
11) Provide protection against computer network intrusions and data exfiltration, minimally including the following:
a) Current and regularly updated malware protection services, e.g., anti-virus, anti-spyware. 
b) Monitoring and control of inbound and outbound network traffic as appropriate (e.g., at the external boundary, sub-networks, individual hosts) including blocking unauthorized ingress, egress, and exfiltration through technologies such as firewalls and router policies, intrusion prevention or detection services, and host-based security services. 
c) Prompt application of security-relevant software patches, service packs, and hot fixes. 
d) As applicable, comply with other current Federal and DoD information protection and reporting requirements for specified categories of information (e.g., medical, critical program information (CPI), personally identifiable information, export controlled).
Report loss or unauthorized disclosure of information in accordance with contract or agreement requirements and mechanisms
11 Security Classification

Work performed under this task order shall be “unclassified.” As specified in clause 5252.204-9200 and the Contract Security Classification Specification form, DD-254, classified work shall be performed under this task order.  Regardless of the classification of the material, the aggregate of the material and the purpose of gathering the material shall be considered sensitive and shall be protected as US Only – For Official Use Only (FOUO).  Storage, control, and distribution of classified and sensitive but unclassified (SBU) information developed under this delivery order are subject to all regulations regarding the control of classified and SBU information including, but not limited to, procedures defined in DoD 5105.21-M-1, DoD 5200.1-R, and Assistant/Deputy SecDef-Memoranda dated June 4, May 29, and January 8, 2001 related to Disposition/Destruction of Hard Disks containing unclassified DoD-related information.

12 Personnel

The contractor shall conform to the security provisions of DoDI 5220.22/DoD 5220.22-M – National Industrial Security Program Operating Manual (NISPOM), SECNAVINST 5510.30, DoD 8570.01-M, and the Privacy Act of 1974.  Prior to any labor hours being charged on contract, the contractor shall ensure all personnel (including administrative and subcontractor personnel) have obtained and can maintain favorable background investigations at the appropriate level(s) for access required for the contract/task order, and if applicable, are certified/credentialed for the Cybersecurity Workforce (CSWF).  A favorable background determination is determined by either a National Agency Check with Inquiries (NACI), National Agency Check with Law and Credit (NACLC), or Single Scope Background Investigation (SSBI) and favorable Federal Bureau of Investigation (FBI) fingerprint checks.  Investigations are not necessarily required for personnel performing unclassified work who do not require access to government installations/facilities, government IT systems and IT resources.  Cost to meet these security requirements is not directly chargeable to task order.  
13 Data Rights

The Data Rights clauses in the basic contract are invoked for all data generated in the performance of this Task Order.  For non-commercial software and technical data deliverables under this task order, Unlimited Rights are required in accordance with DFARS 252.227-7013 and 252.227-7014, as incorporated by reference in this task order. For Technical Data-Commercial Items, DFARS 252.227-7015 and terms of the basic contract shall apply.
14 Privacy Act

Anticipated work under task orders placed against resultant BPAs may require that vendor personnel have access to Privacy Information.  Vendor personnel shall adhere to the Privacy Act, Title 5 of the U.S. Code, Section 552a and applicable agency rules and regulations.
15 Spillage 

Upon notification by the Government of a spillage, or upon the Contractor's discovery of a spillage, the Contractor shall cooperate with the Contracting Officer to address the spillage in compliance with agency procedures.
16 Contract and DFAR Clauses

The following clauses are hereby incorporated into this agreement:
52.204-9
PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL (JAN 2006)

52.224-1
PRIVACY ACT NOTIFICATION (APR 1984)

 52.224-2
PRIVACY ACT (APR 1984)  

52.239-1 
PRIVACY OR SECURITY SAFEGUARDS (AUG 1996)

CLOUD COMPUTING - SUBPART 239.76
24.104
17 Jurisdiction /Location Requirements
Legal jurisdiction over information controls where DoD and US government data can be located. This is nuanced by the information being on DoD Premises.

To protect against seizure and improper use by non-US persons and government entities, all data stored and processed by/for the DoD must reside in a facility under the exclusive legal jurisdiction of the US.  CSPs will maintain all government data that is not physically located on DoD premises within the 50 States, the District of Columbia, and outlying areas of the US (as defined at FAR 2.101), unless otherwise authorized by the responsible AO, as described in DoDI 8510.01.  The contracting officer shall provide written notification to the contractor when the contractor is permitted to maintain Government data at a location outside the 50 States, the District of Columbia, and outlying areas of the United States. 

CSPs will provide the agency a list of the physical locations where the data could be stored at any given time and update that list as new physical locations are added.

On-premises CSOs implemented by a DoD or non-DoD CSP which utilizes a hybrid model employing off-premises CSPs and CSOs to augment the on-premises CSO or by virtually extending the DoD fence-line (DISN boundary) must also meet the location requirements stated here.
18 Incident Reporting
Post-Award Cloud computing services cyber incident reporting:  The Contractor shall report all cyber incidents that are related to the cloud computing service provided under this contract. An incident is any disruption in service. Reports shall be submitted to the Department of Defense via http://dibnet.dod.mil/. 
18.1
SERVICE REQUESTS AND SERVICE INCIDENT MANAGEMENT

The Contractor shall open, manage, and resolve incidents and service requests by SSC Atlantic CHS and the customer. The Contractor shall submit a service request and incident management ticket status in accordance with CDRL A006. The Contractor shall provide integrated tools and context filtered reporting to provide SSC Atlantic CHS transparent monitoring and reporting capabilities that include at a minimum:

1) Status reporting and incident correlation to assess incident impact on multiple applications, services, and users, and to facilitate proactive communication with SSC Atlantic CHS and customers. This would include both planned and unplanned downtime;

2) On-line reporting of performance against SLAs;

3) Prioritized queue of incidents and service requests by severity, with expected mean time to acknowledge/fix based upon demonstrated performance.  SSC Atlantic CHS reserves the right to prioritize severity levels. 

4) Repository of Reason for Outage (RFO) and Duration of Outage (DOO) information to support trend analysis and continual improvement efforts;

5) Correlation of complaints to incidents;

6) Charting for incidents per hour, day, week and month over selected time period and

7) Integration with e-mail alerts for incident volumes exceeding preset thresholds.

19 Media Preservation
Media preservation and protection When a Contractor discovers a cyber-incident has occurred, the Contractor shall preserve and protect images of all known affected information systems identified in paragraph (d) of this clause and all relevant monitoring/packet capture data for at least 90 days from the submission of the cyber incident report to allow DoD to request the media or decline interest.
20 BPA Points of Contact

1) Contracting Officer Name: 
U.S. General Services Administration

Address: 

Address: 

E-mail: TBD
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